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Abstract

In the present time, there is a tendency towards the distributed environment in which
resources and services are allocated to multiple servers. These servers should cooperate to
serve their users. Therefore, user authentication for multi-server environment has become
an important issue in the Internet applications. During the recent decades, this issue has
attracted much more attention from cryptographic researchers; Though there are some
schemes proposed in the literature, a lot of subjects should be improved in these proposed
schemes, such as the security, efficiency, and user privacy. In this paper, we will first
analyze these schemes in detail. Some important issues deserving to be further researched in

the user authentication for multi-server environment are pointed out accordingly.
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R— ZEMEREE PRI A& 5 adaa T AR DR M e e M bR

[24] [17] [3] [29]
Single registration Yes Yes Yes Yes
Mutual authentication Yes No No Yes
No verification table Yes Yes Yes Yes
Securely chosen password Yes Yes No Yes
Session key agreement Yes Yes Yes Yes
User’s anonymity No Yes Yes Yes
Necessity of time synchronization No No No No
Session key secrecy No No No No
Forward secrecy No No No No
Resistance to replay attack Yes Yes Yes Yes
Resistance to stolen-verifier attack Yes Yes Yes Yes
Resistance to Server Spoofing No No Yes Yes
Resistance to RC spoofing Yes No Yes Yes

Resistance to Masquerading attack No No No Yes
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